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NetDetector

Penetration

D Data Recording, Analysis and Playback of Any
Network Activity

D Intrusion Detection - Next Generation Intrusion
Detection with Sophisticated & Customizable
Analysis

D Avtomated Alarming - Sophisticated Alarms can
be made available via JAVA/SNMP

D Role-Based Access Control - Data sets are secure
and access is restricted by user community

Non-Intrusive Equipment

NetDetector does not slow down the network
it is monitoring. Intruders cannot “detect” the
device which can surreptitiously gather all
information in real-time.

Security Breach Analysis

NetDetector can monitor all activity on the
network and can analyze traffic patterns for
security breaches. Network security breaches can
also be analyzed post-event to assess the damage
done and the extent/method of the damage.
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Security

Violation Sensitive Info
Internally
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Hooks into State-of-the-Art Scanning

and Signature Detection Systems

NetDetector provides a strong capability to
“hook” onto sophisticated “text-analysis” and

signature detection systems

Lawful-Recording and
Analysis of Data

Suspect activity can be monitored for

validation, evidence, and legal prosecution by

law-enforcement agencies.

Complete Playback Capability

Applications can be played back to analyze
user actions on the network. Examples
include: reconstruction of web activity, replay

of Voice over IP, scanning of e-mails,
sessions, etc.

Historical Archiving

telnet

Terabytes of data can be archived, analyzed

and processed using NIKSUN’s high
bandwidth processing engine.

NIK001-0700-5K

o B E

e




NetDetedtor Conoepts

NIKSUN, I

WWW. SUN.



NeaDetedor Corncaats

NetDetedor is a powerful network surveillance gpliancefor IP networks. NetDetedor provides non-
intrusive, continuous traffic recording and real-time traffic analysis. NetDetector makes continucus copies
of data from the network, acairately timestamps the recorded data, analyzes every padet, detects the
adivities of intruders, sets alarms for real-time derting, and gathers evidence for post-event analysis and

legal prosecution

NetDetedor isbased onNIKSUN’ s high-performancerecrding and analysis technology. NIKSUN's
monitoring products have been designed and qotimized to record traffic at very high-rates and anayze the
traffic in real-time. NetDetector runs simultaneously processes for data recording, data processing, alert

detection, data analysis and data exporting.

NetDetedor provides network administrators with the aility to record large anourts of traffic, to define
alerts based oncertain events or thresholds, and to analyze the recorded traffic once anetwork event has
occurred. By providing complete post-event analysis and application reconstruction cgpabilities,
NetDetedor beames a very eff ective way to carry out network seaurity and event investigation.

NetDetector is composed of four main elements: the Traffic Recorder, the Query Processor, the Alerter
and the Web GUI. The users accessall the capabilities of the NetDetector using a Web browser.
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Figure 1. NetDetector Components



The Traffic Recorder isthe processthat colleds all the traffic from the network interfaces and putsit into
permanent storage. The Query Processor analyzes the traffic, onceit has been recorded, to respondto
queries by the Alerter or by the users viathe Web GUI. The Alerter is abadkground pocessthat
cdculates traffic statistics to deted and alarm on traffic anomali es and thresholds. The Web GUI is the
application that controls the interaction with the users, including configuring the system, displaying the
aerts, formulating the queries to the Query Processor, formatting the results, and presenting the tables,
plots and screens.

Oncethe network traffic has been recorded, users can query the data ayway they desire. NetDetector
provides flexible query architedure and intuitive Web GUI to visuali ze the traffic and perform complex
traffic analysis. The query procesor has pre-processed most of the traffic statistics, so any ad-hoc query
isanswered quickly by the NetDetedor.

Traffic Recorder

The Traffic Recorder reads the data from various physicd interfaces and copies the data into datasets
stored onthe attached storage subsystem. The Recorder deals with two types of interfaces, physical
interfaces and virtual interfaces.

Physical interfaces are high-performance network adapters. They copy the traffic from the network non-
intrusively, acairately timestamping eat padet, and forwarding the padkets cells/ framesto the Traffic
Recorder.

Physicd interfaces are recognized by a unique name that is made of the type of interface ad a sequential
number.

Type Interface Name
10/100 Ethernet interfaages fxp0, fxpl, fxp2, Xp3, ...
10/100/100 Ethernet interfaces tio, til, ...
TVEL interfaces fdmO, fdmd, fdm2, fdm3, ...

fxp0 is management interface Thisinterfaceis used only to communicate to the NetDetector andis not
used for monitoring.

T1V/EL interfaces support various encapsulation protocols, including Frame Relay, PPP Cisco HDLC, and
Bay PPP The encgpsulation protocolsfor eac TL/EL interface ae wnfigured at the factory.

Virtual Interfaces are user-defined interfaces that correspondto a subset or a superset of traffic recorded
by physicd interfaces. In ather words, virtual interfaces reference to traffic on other physicd interfaces.
When the virtual interface is created, it is given a system-generated name (i.e. fxpl vi0). Virtua
interfaces can expand various physical interfaces only when the physical interfaces of the same type.

Seaurity administrators are le to define virtual interfaces for a subset of the recorded traffic. For
example, users could create a virtual interface that only contains broadcast traffic and wse the virtual
interfaceto monitor the level of broadcast padkets on a network. If a user detects an increase in the level



of broadcast traffic over a short time frame, he might want to investigate it further as it might be caused
by a broadcast storm attack.

Each physical interface for Ethernet and Gigabit Ethernet represents a half-duplex link. When the
physical interface is connected to a shared hub or amirrored port on a switch, it will only monitor half-
duplex links. However, when the NetDetector is connected to non-intrusive full-duplex link through
Ethernet taps, the users should create a virtual interface that combines the two uni-directional interfaces.
With that virtual interface, the users could analyze the bi-directional traffic. For example, afull-duplex
virtual interface fxpl viO can combine thetraffic of fxpl and fxp2 half-duplex physical interfaces.

In some instances, security administrators might want to anayze unidirectional traffic. For example, when
security administrators want to detect host scans or ports scans coming from the outside, the alerts only
need to be configured on the incoming traffic. The associated host scan or port scan alert should be
defined on the physical unidirectional interface, as opposed to on the virtual bi-directiona interface.

In the case of TY/E1 interfaces, each physical fdm interface represents up to 8 unidirectional links, which
can monitor simultaneously up to 4 full-duplex TL/Els. In order for a security administrator to have an
interface that represents each individual T1/E1, he needs to create virtual interfaces on the fdminterface
that select only certain links". In the case of channelized T1/E1 interfaces, the security administrator could
also create virtual interfaces that refer to each individual channel on a channelized T1/E1 by specifying
the appropriate qualifier filter®.

Datasets: They are NIKSUN proprietary file structures that contain all the traffic information associated
with an interface, including the raw traffic captured by the Recorder and the statistics caches generated by
the Query Processor. As described in Figure 2, NetDetector storesin each dataset the raw traffic and a set
of pre-calculated statistics.

Dataset

Raw Traffic

Figure 2. Sructure of Traffic Dataset

! The filter language contains the qualifier tlink to identify the appropriate link. For example, the filter “tlink O or
tlink 1" selectsthefirst full-duplex T1 onaT1 card.
2 Each channel within the TI/E1 can also be identified by qualifier tchanrel in the filter language



Each dataset is named in referenceto the recorder hostname and the interface name (physicd or virtua).
For example, netdetl.ame.com/fxplrefersto dataset recorded by the host netsecl.ame.com and the
physicd interfacefxpl. When the hostname is changed, NetDetector creates new datasets with the new
hostname and the name of the recoding interfaces.

There aefour types of datasets:

a Datasetslinked to Physical Interfages: These datasets own the recorded raw traffic and the associated
statistics cates. The configuration screens for these datasets control the recording parameters of a
physicd interface including cepture filters, bytesto keep per padket, and amourt of raw data to store.
The dataset configuration screens also alow stopping and starting the recording of the physical
interface

b. Datasetslinked to a Virtua Interface; These datasets that do not contain raw data; their raw data
informationis only areferenceto physical dataset with the raw data. These datasets, howvever, do
contain statistics caches generated by the Query Proces=or for the filtered traffic (the traffic that
matches the qualifier filter defined when the virtual interfacewas created).

c. Cloned datasets. These datasets do rot contain raw data or statistics. Thereisjust atimeinterval
referenceto adataset linked to aphysical interface Cloned datasets are named fxp1_copyl,
fxpl_copy2, ...

d. Archived datasets; These datasets contain archived raw data and statistics, but are not asociated with
aphysica interface These could include datasets recorded by other host, datasets recorded urder a
different hostname, or datasets generated by an alarm.

Each dataset can have the foll owing four states:

State Explanation
Reoording Reoording has started and the data is being aged
Stopped Reoording has stopped and the dataiis being aged
Archived-Static Reoording has stopped and the datais not being aged
Archived-Rerding | Rearding has started and datais not being aged

» Datasetslinked to Virtual Interfaces only age out statistics caches. They do ot age out raw data
becaise they do nd own the raw data (the datasets linked to the Physical Interfaces do)

» Cloned datasets do not own any raw data or statistics caches. However, if their state is Archived-
Static, the time interval that the cloned dataset referencesto it will not be aged ou.

= Archived or Cloned datasets cannot take the state Recording or Stopped, since they do nd have an
interface asociated with them.

When the recorded data hasfilled its allotted space, NetDetector overwrites the new raw data over the
oldest raw datarecorded. The overwritten datais said to have been ‘Aged Out’. This Data Aging process
is performed by the Space Management process.

Statistics for the raw data are calculated as soonas the defined resolution period, or aggregation window,
has elapsed and saved in a separate disk space(by default, NetDetector has gatistics aggregating cades



for 1-sec and 1- minute windows). Lossof the raw data therefore does nat mean lossof the statistics. The
statistics are also reaorded cyclicaly within their defined disk space; as data ages, the older high
resolution statistics are overwritten by new statistics of the same resolution.

Space Manager: The space manager is the process that cleans up the fil e system for new incoming raw
traffic and statistics. Depending on hav each dataset has been configured, the space manager will age out
raw data or statistics not marked as archived. The space manager processonly starts to clean upthefile
system when it becomes full. However, since the NetDetector is expeaed to monitor traffic indefinitely,
having fairly full file systemisanormal state.

Query Processor

The Query Processor isthe processthat generates all the traffic statistics required by the NetDetector. It
suppats apowerful and flexible query language, accessed through the Web GUI and to the Alerter. The
Query Processor is also resporsible for generating the statistics cades stored within the datasets. The
cades enable the Query Processor to respond to any ad-hoc query generated by the user very quickly.

Alerter

The Alerter is the program that monitors the alerts defined by the user. The Alerter is constantly running
gueriesto the Query Processor, determining if the threshdds defined in the darms has been readied.

Oncethe spedfied threshold of the alert has been exceeded, the Alerter will take the gpropriate adion
defined by the user. The actions could include ascreen popup, email, SNMP trap and/or archiving the
traffic for the gopropriate time interval.

Intherelease 1.1, NetDetector supports sven dert categories. These categories were chosen to provide
generic yet powerful and flexible means of detecting suspicious traffic patterns without resorting to script
writing or signature downloads. The dert categories are & follows:

Utilization: Thisalert type tracks the average utilization used by the network traffic onthe given
interfaceover agiven timeinterval. If thetraffic utilization exceeds the given threshald, the dert is
considered breached. Y ou can further analyze the breach to identify the traffic sources and destinations
that contributed to the higher-than-expeded utilization. Depending on your site's network security
pdlicy, utilization breaches could be the sign of Denia of Service (DoS) attadks (either asavictim or
unwitting attacker), or other inappropriate usage.

TCP Connections. This measures the number of active TCP conrections (i.e., TCP state transitions) per
host pair onagiven monitored link. If the number of conrections exceals the threshold over a certain
period of time, the alert istriggered. Once abasdli ne value for the number of such conrectionsis
determined, hast pairs that exceed the spedfied number of TCP conrections are considered anomalous.

Host Flood: This aert monitors the number of host pairsinvolving a @mmon destination. Such a
pattern could arise from a Distributed Denial of Service (DDoS) attad or an attack with spoofed source
addresses. When this dert occurs, analysis can be done onthe common destination to assaure these acts
are not malicious.

Host Scan: This alert monitors the number of host pairs involving a wmmon source. Such a pattern
could arise from areannaissance scan (where ahacker is attempting to map the hosts on your network)
or from a single source DOS attadk.



Host Pair Bytes: Thisalert monitors the number of bytes exchanged per host pair on a given monitored
link. Thiscould indicate inappropriate usage such as abulk dataretrieval or submission.

Invalid Address. Thisaert monitorsvalid IP ranges for your sit€’ s network or Intranet. The aert is useful
onassuring only valid IP numbers are within your network. The dert creates afishbowl, which allows
you to contain, isolate, and monitor an ureuthorized user within a system. If the network is conneded to
the Internet, this alert shoud be defined in wni-diredional li nks.

Port Scan: This alert detects Port Scans being done on your network. It is useful to identify when a
potential intruder is gathering information to be used in afuture exploit. Thisalert getstriggered
whenever the threshold for the number of ports scanned onany host from a common address is exceeded.

Web GUI

The NetDetector Web GUI is application that controls the user interface It receives user requests and
responds to thase requests. The Web GUI consists of the Surveillance screen (and associated screens), the
Configuration screens and the Traffic Analysis Sreens.

The Qurveillance Screen provides a centrali zed view for al aerts that are being monitored by the
NetDeteaor. The Surveillance screen all ows access to “children pages’, including the Alert Detail Screen
andthe Alert Log Screen. The Alert Detail Screen contains all the instances that the selected alert has
been breached. The Alert Log Screen consolidates al the breadies for all the alerts and the respectively
adion taken when the breaches occurred.

The Configuration Screen contains four configuration screens.  The Surveillance Configuration Screen
allows usersto create, edit, and delete alerts. The Network Services Screen allows users to
Enable/Disable FTP or Telnet accessto the host. The Traffic Recording Configuration Screen alows
usersto configure dl the interfaces or datasets and its corresponding recording properties. The IP
Networking Configuration Screen contains the network settings for the management port of the unit.

The Traffic Analysis Screens present and visuali ze traffic satistics. Asillustrated in Figure 3, the Traffic
Analysis Screens adhere to a standard format, displaying tables on the left and timeli ne plots onthe right.
However, there are some protocol -spedfic diff erences on the displayed tables.
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Figure 3. Traffic Analysis Screen

The Traffic Analysis Screens have two very compelling concepts that make it very intuitive and powerful
for security applications:

- Multi-timescale analysis: Security administrators can analyze the recorded traffic at any time scale,
by specifying the start and end time of the analysis. The plots and tables aways reflect the time scae
selected by the user. For example, if auser selects 1 hour time span, the time plotswill contain a
resolution of about a 10 second window, whileif the user selects 6 seconds of time span, the plot will
use a 10 milliseconds window.

Since some network attacks occur over long periods of time while others occur during very short
periods of time, having the ability to perform traffic analysis at any time scale is critical to
investigating security events.

- On-demand statistics based on traffic filters: The Traffic Analysis screens display the traffic statistics
(tables and plots) on the user-selected traffic. The security administrators can select the traffic filter
by typing the filter explicitly or by using the available hyperlinks. Once the user has changed the
traffic filter, the new Traffic Analysis screen will show the traffic statistics associated with that new
filter. In addition, the traffic dump and sniffer export capabilities are applied to the current time
interval and traffic filter.

Thetraffic filters on a Traffic Analysis screen specify the subset of the traffic the user wants to
analyze. Security administrators can isolate certain activities from the rest of the traffic. In avery



busy network with large anounts of hosts, application and flows, seaurity administrators need to be
abletoisolate and analyze cetain subset of traffic that might look suspicious.

The investigation processis very interadive and ad-hoc. Seaurity administrators generate certain
hypotheses about the events that occurred, perform analysis on the traffic and confirm or rejed the
hypothesis based on the results. Security administrators can then investigate further the events that
have being verified.

For example, the security administrator detects a spike in ARP traffic during a particular timeframe,
which might represent a host scan. The security administrator can’t determine the source of the scan,
since the ARP padkets only contain the P addressof the immediate router. To determine the source,
the seaurity administrator might look for the hosts that have large number of host pairs during that
particular time interval or look for acommon source on the padkets that followed the ARP reply
padkets.

Traffic Filters

NetDetedtor uses a very flexible and paverful filtering language®. Users can define filters that identify
traffic by direction, protocol, application, host, network, etc. Thefilters have the purpose to determine if
apadket complies with a certain defined criteria. Filters ort on a packet-by-padet basis.

NetDetedor supportsfilter expressionsin: capturefilters, virtua interfacequalifiers, traffic analysis
filters, and dert filters.

1. Capturefilters: Capture filters are used to reduce the number of padketsthat are kept by NetDetedor.
For example, ore could set a cature filter to gather only web traffic. Security administrators can set up a
capturefiltersto filter out traffic that does not need to be recorded because it does nat represent a security
threat. For example, recording the transadions between the database server and the web server might naot
be interesting.

2. Virtual Interface Filters: Thesefilters define the traffic that forms part of avirtual interface

3. Filtersfor Traffic Analysis. Traffic analysisfilters are goplied to the recorded traffic after the packets
have drealy been captured. These ae used to display traffic statistics for a subset of the traffic.

4. Alert Filters: Alert filters are defined for each dert, so the dert isonly applied to a subset of the traffic.
Seaurity administrators are @leto define derts on events related to certain traffic patterns. For example,
if the usersis concerned about the anourt of bandwidth for a particular application, it can define an dert
that tradks the utili zation of that particular applicétion.

% Thefilter language is very similar to the one used by tcpdump, awell-know Unix program for traffic capturing and
filtering



